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m Ia 1. GIOT THIEU VE GIAI PHAP VMG eID

DINH NGHIA: VMG elID Ia gidi phap xac thuc chif ky sd clia B6 Cong an trén Thé Cin cudc, gilp
xac dinh thé that/ gia. TU do, ngan chan gia mao gidy td, gilp xac thuc danh tinh cong dan mot cach
chinh xac trong cac hoat dong giao dich.

- Waiting time on presenting the elD card and
being checked by teller manually

- Transferring data from paper into the system

- Scanning paper forms/documents

- Long waiting time at retail banks




2. HE THONG THE CAN CUOC TAI VIET NAM

Thé Can cudc gan chip tai Viét Nam la mot thé
Smart Card, bao gom 1 chip theo tiéu chuan
ICAO 9303 bao gom thong tin ca nhan, sinh
trac hoc va chi ki sG.

Cong dan cd thé sir dung thé Cin cudc gan
chip cho tat ca linh vuc clia dGi song bao gobm
truy cap dich vu cong, ky hgp dong dién tLr
nop thué& ca nhan, lién két bao hiém y té, gidy
phép lai xe, h chleu V.V.

Thé Cadn cudc gan chip ngan chdn cac hoat
dong gian lan, don gian hda quy trinh
onboarding eKYC, lam sach dir liéu, dang ky
tai khoan ngan hang, v.v.
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2.1 UNG DUNG THE CAN CUOC GAN CHIP

Ngan Hang

Cai thién quy trinh eKYC
va lam sach dir liéu

Dich Vu Tai Chinh

Phong chong gian Ian
ki€m tra tin dung xau

Bao Hiém
Phong chéng gian lan,
nhan dang khach hang

Vién Théong

Lam sach kho d{T liéu, ngan
chan sim rac / sim ao

I TN

Ban Le

Cung cap dir liéu sach cho
cac hé thong BI

Khach San / Nha Nghi

Quan ly luu trd, phat hién
truGng hgp kha nghi

Logistic

Giam chi phi van hanh va
don gian hda quy trinh



mla 2.2 CAU TRUC THE CAN CUOC THEO TIEU CHUAN ICAO 9303
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MRZ (Machine Readable-Zone): ™. Phim Cing Nowrin

ICAO 9303 ma tiéu chudn bao | [Tovamosz00927170070%4009271<<7] | cong dan bao gom 15 truGng thong
| 4407021M9912315VNM<<<<<<<<<<<h tin ca nhan, hinh anh khuon mat, dau
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NFC CHIP: Ch(ra dir liéu ma hda cua

SOD — COM - Header DG1 — MRZ DG2 - Face DG3* — DG4* — Iris
Document & Data Group Info (ID, DOB, Image Fingerprint Images
Security Object Expiration) Images

. DG7* — DG9* — DG10* —
% _ DG6 — _ DG8* — Data
DG5 DlSplay G6 S|gnature Features Structure Substance

' Reversed
Portrait Images Images Features Features

DG11 - DG12* — DG13* - DG14 — DG15 — Active | DG16 — Person

Additional Info | Additional Info OptiomloDeta" Security Object |  Auth PubKey to Notify




3.1 QUY TRINH XAC THUC THE CAN CUOC

0-0-0-0-0

Truy Cap Thong Kiém Tra Tinh Toan  Trich Xuat Théng Kiém Tra Chir Ky Kiém Tra Théng

3. HE THONG XAC THUC THE CAN CUGC CUA VMG:

tin Chip NFC Ven Dir Liéu ciia Theé Tin trong Theé S0 cua The Tin Xac Minh
SU dung MRZ va NFC Phat hién kiém tra Trich xuat thong tin ca Xac minh chit ky s Klem tra théng tin
dé truy cap vung bdo  théng tin thé chip co bi nhan bao gom hinh, V@i cd s@ du’ liéu qudc xac minh that gia la

mat cua thé can thay déi hodc lam gia thong tin va chif ky s6 gia vé dan cu tir B6 Cong An

cudc gan chip



’ QUET MRZ CODE .

Sir dung co ché OCR dé& doc MRZ

code nhdm tao khoa PACE KEY
(ID+DOB+DOE), co thé sir dung dé
md& thong tin chip NFC.

SOD -
Document
Security Object

COM - Header &
Data Group

BUGC 1: CHIP INFORMATION ACCESS

) - a QUET NFC CHIP

su dung NFC cta Mobile / May doc thé
dé doc thong tin trong thé vdi PACE
DVNMO4 0927 KEY, dir liéu dugc phéan loai thanh cac
' <<QUANG<BAO<<<<L<L<s DG (Data Group) theo chuan ICAO 9303

DG1 - MRZ Info _ ) DG14 — Security
(ID, DOB, Fingerprint Object
Expiration) Images

DG2 - Face DG13* — DG15 — Active

Image Optional Detail Auth PubKey
Info




BUOC 2: TOAN VEN DU LIEU (A-SYSTEM REQUIREMENTS)

Check Country Chip Check Passive Check Active
- Authentication - - Authentication

Signed Authentication

Quy trinh tiéu chuan ctia ICAO 9303 — cd ch& bao mét trong chip dé& chng su’ nhan ban.
Chip Authentication la tiéu chudn xem cd ché& doc thé cd bao méat hay khong;
Passive Authentication 13 budc xac thuc quan trong xem théng tin trong chip cé bi thay ddi;
Active Authentication la budc xac thuc xem thé c6 bi sao chép hay khong.

Manual mspecm

Toan ven dif liéu cua thé Chip cua thé khong doc dugc Théng tin trong chip bi thay ddi




BUOC 3: TRICH XUAT DU LIEU

0 SO ID cua Thé e Ngi ThuGng Tru o - i
Wi~ DG2 - Face
o o A T amncuocconsnan BB S
e Ho va Ten Q D&c Diém Nhan Dang 025095 °
2 3 inh | Date : i 1 * _
e Ngay Sinh o | & o/ N s, N | DG13 :
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— ——o_ Valid
SOD — Document Secuirty | —o H : .
Object ey Not Valid Signature
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Signature - RSA
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App / Thiét

Bi Doc Thé

Ha Tang Khai Thac

Hé Thong
Back Office

N e e e P

N,

Cung cép thé cdn cudc

Tra lai chd thé néu
thong tin trong theé
khong toan ven

Hién thi théng tin xac thuc gho ngudi dung, bao gém
chu thé va rep cla dan vi khai thac.

Doc MRZ va quét NFC dé
truy cap thong tin trong
thé can cudc gan chip

Xac minh tinh toan ven
dir liéu cla thé

Trich xuat dit liéu chd

thé va SOD trong chip,
format cert trong SOD
theo dang Base64

[P\

B3t dau xac thuc, gui cert
trong SOD cula thé

Gtel Gateway

A

l Kiém tra receipt signature

tUr payload

Hé Thong

Xac Thuc

N

Kiém tra don vi khai thac
va théng tin cung cap cho
viéc xac thuc

Format payload va tra vé
cho bén khai thac

Xac minh chit ky s6
trong thé, sinh receipt
signature
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Khéi Bank, Vién
Théng, Cong
Chiing

SDK/ TB

55_) Poc Thé

Firgwall
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RAR DC — 103 Nguyén Tuan — Tier 3
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FLEXIBILITY
— SDK &
Integration

Sur dung ha tang Cloud
Nutanix. HO trg 10,000
CCU / server node.

SECURITY &

RELIABLE —

SSL TLS 1.3,
DC & DR

FAST — TPS tu
40 tGi 200 ms

VMG

La dan vi co két ndi truc tiép tdi ha tang xac thuc thé
can cudc va du tinh phap ly vé viéc cung cap ha tang
dinh danh dién tir cho khéi ngan hang, vién théng va
doanh nghiép (ND59).

T6c d6 xac thuc nhanh nhdt thi trudng (bench avg
khoang 50ms). SDK xac thuc thé can cudc gan chip gom
doc thé dudi 3s.

Giai phap dich vu linh ddng, dé dang tich hgp, thiét k&
theo dinh hudng md& rong cho cac don vi khai thac.

12


https://thuvienphapluat.vn/van-ban/Cong-nghe-thong-tin/Nghi-dinh-59-2022-ND-CP-dinh-danh-va-xac-thuc-dien-tu-471629.aspx

LPBank™

NGAN HANG BUU DIEN LIEN VIET

1

VNPT

¥ DNSE SaLrHa
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4. GIAI PHAP XAC THUC THE CAN CUOC GAN CHIP:

) e e Budc 2-3: OCR mdt truéc [ mdt sau . N ) e et
Budc 1: Bat dau xac thuc TCC - cham va khéng chinh xdc Budc 4: BO sung thong tin Budc 5: Verify d liéu

4 TAIKHOAN S6 DEP O 0—-0—-0

Budc 4: Théng tin b6 sung va dich vy
4 Théng tin bé sung

1. Théng tin bé sung
Giéi tinh
&

Conlai 10/10 56
Nhép s6 CMND/CCCD o—eo
Budc 2: Chon s6 tai khodn mong mudn Budc 3: Chup CMND/ CCCD va quay video Nir

° ¥4 TAIKHOANSG DEP
Budc 1: Théng tin co ban 2 a2 1
HOAN TOAN 685
09 MIEN PHI

090 X00K XXX

4 s o (o )
Vuiléng nhap s6 CMND/CCCD 12 k5 ty \EBcncdngbon Bl kot nikivisEngay,sbhnhatles CONG HOA XA HOI CHO NGHIA VIET NAM. L& c8ng dén Hoa Ky, 6 thé thudng tru nhén tai Hoa Ky
Septhesl 0c kip - Trdo - Hanh phic (Thé Xanh) hodc I ¢& nhan cu tri tai Hoa Ky?

. 4 cANCutccoNG DAN
[}

T8l mudn chon s dién thogi lam s tai khe ¢ Ny, thing,nim i )
@ T6i mudn chon s6 dién thoai lam s6 tai khodin o - i o 0 ang kYthdnh cong

- Qb quin:
OOt 1. Bia chi thusng trd

0921578864 v J
O Cion udi 58 i Khodn mong mudn Bé thng tin nhén dién dugc chinh xée ben vuiléng dém béo Tinh/ Thanh phé Théng tin vé hop déng da duoc gUi téi email cia ban
+ Khang sir dung CMND/CCCD gid mao, khong DaNang o
Vi du: 686868 chinh chti. Khdch hang chiu hoan toan trach nhiém
trudce phap lugt vé hinh anh CMND/CCCD va cée
Nhp déy 56 tir3 dén 15 ky t théng tin dé cung cdp. Quén huyén Phusing x&

+ Khéng dugc cho thué, cho mugn tai khodn/thé

Tiép tuc ghi ng, hodic str dung tai khodin/thé ghi ng cia

« Khéng duac sir dung tdi khodn thanh todn/thé
ghi ng dé thuc hién cdc giao dich nhdm muc dich

ria tién, tai tro khing bé, lta ddo, gian Ian hodc Dia chi chi tiét
cée hanh vi vi pham phap lugt khdc. Béng thai

Nhéin B&t déu thyc hién vigc xdc thyc thang tin

2. Bja chinoi & hign tal

VMG SDK: Trich xudt ddf liéu véi Real-time xdc thuc Theé Cdin cudc
thong tin chinh xdc 100% vG3i BCA, ddm bdo tinh todn ven.

Synchronize théng tin va lam
sach d liéu ngudi dung.
14



4. GIAI PHAP XAC THUC CAN CUO'C GAN CHIP:

VMG/GTEL eID Platform

{ VMG/GTEL eID SDK
1

1

1
1
1
o
\

\\ ”,

---------------------------

A

End-User App

0-0-0-
Platform

Trich Xuat
OCR

Xac Thuc Liveness Face Face
Can cudc Detection Matching Search

CONG HOA XA HOI CHU NGHIA VIET NAM
SeteTee renm
S u
#=%  CAN cUOC CONG DAN X

f:t--.h-- o

Active
Liveness

Passive
Liveness

15



4. GIAI PHAP XAC THUC CAN CUOC GAN CHIP:
4.3 THIET BI POC THE

Kha nang doc thé nhanh (dudi 3s) va doc lién tuc, do chinh xac
99.9%.

Thiét bi dugc thiét ké theo tiéu chudn cia ICAO 9303 va hgp chuén
hdp quy bdi A0O5/HO5.

Khach hang co thé tly chon logo, mau sic, b8 cuc dé dap ng vdi
nhu cau nhan dién thucng hiéu.

Thiét bi thich hgp v@i nhiéu hé diéu hanh va ngon ngir lap trinh
khac nhau.

Q" MO HINH GIAO DICH HIEN TAI

Khach hang dén quay giao Giao dich vién kiém tra va ddi - TB khoang 3 phiit/ khach hang
dich, dién cac thong tin ca chi€u thdng tin trong bi€u mai vdi f an s . o o
nhan theo biéu mau thé Cin cudc bang mat thudng - Muc do chinh xac 50%-70%

©: MO HINH GIAO DICH THEO GIAI PHAP MOT

3-5 giay
thiét bi doc theé chinh xac 100%
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